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 Dunn et al. (EIS, 2005)%5 1> EEE Y &b 45 5 FAEE T

287 A\ (economy risk) s BB {[E AR RS (B 2R EWWﬁk
Bl RESEE -~ B3 - SARS -~ BUMIEE ~ IREE L
7 A\ (industry risk) = {[# BIEE ZEN A A 51ED A2 52 220l fe -
1 JE [z (enterprise risk) © {E R {ZEHEEEAIA ~ MR B
WEEER G~ RIS ~ FEERN RS s BEEEHRINE -~ &
K BEE SR TR ~ HRESROAE IR S ﬁéf“ e
Rl ~ HA RO T R AN EIRE S 1%

m%k)f?ﬂlifz(busmess process risk) : BL{pZERE A 2 (S (B
< B AR K E RS Z B R A RE Y b o

& AR 2 JE s (information process risk) © EAPZEE A2 IEEEN
ZEACPE ~ 4EE - IEA RN E SR o= ASEFREELFTE |
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o EEHEEX K B FH (computer fraud and abuse) & il &4k
e NNEE » ENMeE SR E b - B A
g 4R HY 1 2 e B S AH TR -
« Romney and Steinbart (AIS, 2012)E3H 1 H 26 fEE1EE
M SRR K A RERVALSER g - DA T sl e RIEE -
— WEEZEEASEE4H (botnet, bot herders), 722 EE S (zombies)
— [HERER %Y % (denial-of-service attack)
— %5=(eavesdropping)
— B3 Afz(hacking)
— #h#(hijacking)
— B3 H(identity theft)
— i@ FaC#k(key logger)
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— ZEHER#F (password cracking)

— A5 | £ & RAVEELE(pharming)

— {EE&E I (phishing)

— {EEAEE# (round-down)

— MEEL~FH & (salami technique)

— [FFaE T HZE L FLZE (scavenging/dumpster diving)
— BREE ARk (software piracy)

— HrfEF(spamming)

— MEERHRAS (spyware)

— (EFARFIRERAGEE 8 204 2 fm A (Superzapping)

— &2 (trap door)

— KEFEH(Trojan horse)

— WubFEIYEE g rh(typosquatting/URL hijacking)
— /K& (virus)

— f&i(worm)
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— ESFAECE B A H ER B - {TEIACE A A BT e SO o
1 bz -

— FELERIIEZ LS o WE A SN a’ﬁ%
- Ea%ﬂ%/%%ﬁf“ sR LR B E R DI AR
— LSRG EERE [ K S (firewall) -
— BEAEEHIFEN; Z24t(IDS/IPS) -
— {FE ARG IEREZUE BT # (140 - Windows update =¢Microsoft
update) » DL IHERIFEZ L 2IRIE -
- EEREXECHf )  EREHASEEFHERELRS -
« {TENESEFRIFEGPSE - R HB) HMEFEFE » DL EANHIEF 5%
Eﬁf—fﬁﬁt %A%‘éﬂﬂ%% NEAPPELES TN Y BB RHF IR E
o [EAb > ERER B ST ENIANETERIGIE - DR EASEE TN R aVE s
 WECR S EAR T S & s R PR o Y IERE MR R S8 E -
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Morris & CERT/CC :

CERT/CC

— Robert T. Morris 1£1988/11/2:% #=MITHY B IS4G EE S i 2 ER 56 — I 44 RRE &5

(Internet Worm)

HIMIEED Y S ERE RS N E RS -

EE NS

RARAREfg A 85 - SEEIETEAE & 15 (1988/11) B Yy EAE R A S R
s ALK — A E S S S FE 738 0 (Computer Emergency Response
Team / Coordination Center) - [[t9} » SEEFFIEUR B T 223 {F 20034
AN TIUS-CERT i BB B B ) & F 4 s R RS A RS 22 2 1Y T/ M

— R.T. Morris{£ 19891 {7 f2 £ ' 1986 E I SO A ) B9k » /&

EEEERIUE IR - IR Aems RS AH 2L - B AR
MIT - [&IEFEUER] - ES=1"F ' FBEEHSE ]
RS EE R s REILEDIRI IS - &8 H ATt g 2 (ECERT :

- GE B E R U (TWCERT/CC) | B&E a5 T irHY
CERT(E177°19984) - EL /i AFirst.org o

~ BURFAERS AT F0(GSN CERTICC) * HifTEIEIR # B R B gl E -

— B EAEE A L(TWNCERT) © i3S @s® - N AFirstorg -
~ BB IR O(TACERT) | RSt LA -

v Firstorg : fi&BICERTALGAR I EIEI S - EH RS e E

BT ARSEE R A



CSIRT

AT H M 4ACERT/CCIEALFE FEBNEZ jEgak - N ERZ2EHER
Ak EHER{EENEEMNERNGE - RERBEEF 5P BRI
UELBL L T R 20 4 B I TE R (Computer Security Incident
Response Team, CSIRT) » DIARFEAEEA-AY 225 -

=8 H A 1LCSIRT ~ AN AFirst.orgiytéfaa DL T 5652

— HEREIETETESAT(Deloitte Taiwan CSIRT) -

— EBERH /A E](Trend Micro CSIRT) -

— Bz 5 RSB E T E 0 (Taiwan Computer Security Incident Response
Team) o
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¥ AHZERFE A JF AL
AN R H SR AR - S TETETTI B R
B THYZRARE -

TR BRI = A

— TR IS (preventive control) @ gE[f 1E A4 -

— {EHIM2E % (detective control) : BEZZA H 384 AYRTRE -

— {BIFME#EE](corrective control) © ES T &84 R RE MY IE -
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A EZE I REAE R A

EEAS

— SR ABN MR (R E g EERZER]) -

— DB T A R N AR R R R B ER] (e R
U g A2 2EAl)

— FWa BRI AHEE 319t | EINERARGUIREE NPT EX

TIFZ5E -

AY.d
ZAN

RS

P
] -

— Foreign Corrupt Practices Act (1977)

— Statements of Auditing Standards (SAS) No. 78 & 94
— Sarbanes-Oxley Act (2002, fE5fESOX)

— Dodd-Frank Act (2011)
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12 Tl B 2R
PER] A HYE

- ERM Z27 -

AL AZE U%%,.\ *1'3

132 EICOSOZ B 1199241 P
% Em%#&%%(éﬁﬁ%ﬁﬂmim%
EES LR -

5| COSOFE & = 11200448 HHY D 4|
I EE R » I LA BB 1992 COSOZERE

Es

EEES

aie re Ay LUEU I Ry BLBE 200458 2088 » LA e = (IR AN

{£)COSO 19922
B SE#L H B E M
o H

- COBIT 2%

]

IR » SIS » (RS

£l

PRESRETS % o er (ISACAVE1996 5T

R ERRHS E AR
A Em (SR B AN RN EERIN EEZSZF 5 -

AISZR}E

E(H ATET A © COBIT 9) » &512%
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COSO ZEf -

~

« COSOZ g (Committee of Sponsoring Organizations)
FE19924FF2 Y A B | 22 Ao 22 s (Internal Control —
Integrated Framework) - &5 Fi{ERHFCEZR (BL M EREHA
HHM B &E s T ANZEREAIEE6(R) -

— ~ FEfiERET (control environment) © {(RigHEHAECUL ~ FE AT
ERIEMZ SGFENR - FEERRITE ZINER - BfE 8 T2 #F
[EEBIEES] - EEE S N BT ~ S B E
FIl4k ~ S E TEHEIRER 2 72\ EF Y KEEAZ TS
B o PERERIARE A R B -

— ~ izt (risk assessment) | (%154 EPEEE HIEAGERE LA

CAMERER o WaHGHs RS KA eME 2 aBFE » HaHhsE R
AR B E SIS EET ~ B IR R T B PRI ESE
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COSO %4 -

= ~ PEH{EZE (control activities) : {&f5az il 5E = 2 EHIZERE MG E S
J@&k 2 ERIRRT - DUEBE g R AR E S S T -
BIFEAZCAE ~ PME ~ Bne - FEED - B - EHRRERL - BORRARE - BR
e L~ IRIEEEERZ E - BlEtE - HESETHIER 2 EhE
SN\ E] 2 BB R TR 7 ER AR ¢

Vg ~ EEH & (information and communication) © FRfEEEN © Ri5
EilRGHEL ~ s - G R EE 2 E > BRI EE - 5
WA BGENE AT I A M 2 BRI B &R - PrfilEs - (%
R ENSHIER A S > BfEAEA ~ S ELEE o NEL SR
HAERmEARE - BEEEAEENREENFE S EFHEE
sl Z A -

11~ BB (monitoring) © &f5 HiTte & N ETEHIEIE mE 2 EiE 0 B
SR IRE S B e S e KT - T > ZHI7FE
EREE - EE > EilEBRTES B - BB oFEs
R S A n R, - piE s = i e 2 PITRE > e R NED
AN E ~ BB ANSE EgHH M A BHETRHS -

TR AR R R N
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ERM (Enterprise Risk Management) ?ET%

Y 26 & 7o

ﬁﬁ%m@%@ﬁw 0
mkE(ERM, 2004) -

« EFCOSOFZE=HE X & B 3 /

14+E HE ~ 8fdigH Y PR
FR NATHPER ﬁl H
S /f'*%@ﬁ% B e
N [ -
> JE S AR A e -
et
i [ =
kA1 A R i 7 i o
T2 COSO 1992784 eIl y
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COBIT ZER4

~

« ISACATE19964EFHIETCOBITZE%%(Control Objectives for
Informat|on and related Technology)zE—ff - FEZEIFEIT

yEERRFE (ITGIET1998 50T » 1R R RCARYHIET TAF

%/XBITGI%\E 0

— COBIT gFij—hrA : 4.15k (200735 4fq) -
— COBIT &¥il57 : COBIT 5 (20124 84fi) - [+ LLCOBIT 4.1
BB ELRE » A6 Val IT 2.0 % Risk ITiEfiEZete s S0 -

> RagFe DL R LLCOBIT 4. 1hiR NS e -

Z%I/l%ﬁ”/ EEEO 5oK ITGH%KHYJL

— DI B EEEE(business-focused)
— F2F5EE (process-oriented)
— DI Ry Foi (controls-based)
— HrE K EEHE) (measurement-driven)

{EZEFFHFTCOBIT :

BT R ARE ST L FEEE 21



coBima— : LIAR

COBITZERERVER K B 200
ARRITAE » MEEE
PREEHE A 5 RPERERT
BE Ao

15 B8 COBITZE Ay EL
AJFH] © BEHS Bz pk (e
= HERENER > 2
uz\éé?% SEITER - 2
SOE R (5 FH 45 LAV AR
Fe AR DA B Rz 42571 - {5
et BE R 5 DUE A AT s

,Enﬂ

EIRVAET DA

=t

IT#2Fr

FoREREN A
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TEH

)

HIRHRER
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coBITf — : f 25 [A]

» COBITHITIEE ERATIAEBAETN - BLAR Tl
& T VU AH A Ea Ay sk - 2 VU{#E Hisk(domain) g
— Hi#| &%k (plan and organize, PO) - ¥fAI & DSHefitE5] -
— HlfT ) EE (acquire and implement, Al) © fe g 7 205K EH A

AHRF
— A R S7EE(deliver and support, DS) : E gk 77 2231 7 3
R 88 s FH 5
— ESELT =P (monitor and evaluate, ME) : BSEHERE R DUE(R H
BEEPORTiR LTSI - [ maaro, o]
| g T
VO] SESRRZ L A ) REE b B

(Al) (DS)

BETEME). ]
B AR R .




coBiTae = : DAFZEH] Ry EL i

» COBIT fy 34 HITHE Fr- 73 A1l 5 T 2 FE %] H A (control
objective) > DIPO1FE/ A5l > 45 LU NOIEFZER] H AR -

— PO1
— PO1
— PO1
— PO1
- PO1.

- PO1.

A ITEEEH -

2 ¢ (SRR T —2

3+ HArge 2 HE Z 5 -
A4 ¢ ITERES MRS -

5 ¢ ITEATMEME] -
6 ITEHEH -

» COBITER I /BRI TAZ P Hl5 T S EAyEs] Bt - filE]
T OB FTE R I AR R (PC) R » (BRI

FrE
H ©

B BRI s AR 2] AR S e R A ZEHIAR

BT ARG 24



1 FH AR P 125

- COBITHIET6IHEME i AT A 2 e Hy 8 A2 Fe 4% (process
control, PC) :
- PC1: EREHZERERFH R EE -
- PC2 5 —IfEFREE A » WWHHETH AT AEE -
— PC3 : iEfpfEacat il rl EEEEE LS —8WER - WEAEH
5 14 DU B R MR ©

— PC4 : ERERFWNIERIER st - BB IEREIREE
KEAL EARACIEZFRGEERIL)] -

— PCS : ERMEEBUR ~ 51E MR AR R EITRER -
— PC6 © i —sHRE ¥ EAE PP Y B BB R LR TRV 25

fi -
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RACI [EZ=

« COBIT#EHRACIE =R HEEE TN SEIEENETE R EL
RACHEFE -
— Responsible (R) : @& B EBEHK -
— Accountable (A) : 255 | RHLAETFSE » BmEEE -
— Consulted (C) : #fz&y -
— Informed (1) : #4540 o
« {0 POTREFHYRACIE R T -

RACI Chart Functions

L
Activities &

Link business goals to IT goals.

C

|dentify critical dependencies and current performance. C
Build an IT strategic plan. A
C

C

Build IT tactical plans.

|
C
C
|
|

Analyse programme portfolios and manage project and service portfolios.
& RACI chart identifies who is Responsible, Accountable, Consulted and/or Informed.

BRI 26




(P R A THE

« COBITHE AR ZE N FE R & BN THY 52 2277 ik — (g 2X -
- EfEXER - RSB EEAEFETERECE N EE  Hfhaa
INEEETTE MFERIZEE o TG R L EER fe IR E
5]

— IR ¢ RNV E—TEE AT B - REbrf3e
R EHEAE - 7 HEITER 2488 E - NIELHRBARYIERHER
HE b - IR 7 g T2l F e A 722 (application control)

B2 HITESF IRty B B EiEfIAR S - DL E LA T AL
FERI(BIAD - 2 HHE ~ TAEE oy )\I’Eﬁ%ﬁi—?) °

— TSRS © RS FTATEIRVAIES ~ Bk kom b iS
FITHRB RIS E R ZEAAENE LB S TR TE TR - 1T
BRF TS e B S M A AR S N R R T o BRI R
M:#2et (general control) o

© RERERIR IEAERIE AT | AR - IMEERITR ARl SRR - &
FTZERIEY AT SEMEA REZERK -

BT ARSEE R A 27




IT —fise PA2E ] S P25

il

I T— e PRI A AR R aic34fe s I TRE Fe B IR Bs A - 4

— L -
oy T
— etk -

— EHE(E -

IT)E AR EAE (R SRR P AVIE A 28 > B4

— SE#EZM:(completeness) -
— FEHEM: (accuracy) -
— & ME(validity) -
— BEJERME (authorization) -
— T fE&15r(segregation of duties) -

COBITEE Ry » IT—ReEZERIRYE(EAEITERRT - T A= LR E

ITERFT R A2 2 E0F T [ AR HE -

EIRVAET DA

a5 FHEEE
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T H A

COBITHIZ LN B @ I T—He MR - (HE W et 761
e I B F P2l EARE

— AC1 & FURERHRSZ IR

— AC2 : [FIaER B R Bk

— AC3 : ighEN: ~ SeRM AEE RS -

— AC4 : ISR oM E 1

— ACS : Wifetz ~ a8 SR -

— AC6 : X o K Se et -
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0 FHETE A
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COBITZE ]

Els]
el

7]

» EHERESIT A0 A 2 2 THAA B AR = R
> MR E— D R 275 -
» COBITH R A EHE R TR AR So8e - fefit—
EZGMER A
— 1T~ e 7 AR SRAVES AR R Efa fR(EEp X H) -
— PEVER R (maturity model) - COBIT{E FHHG TAZEHICMMYS
TEITAZ AV E B R AZERI R 77 R (0) Z(5)F 7 (4. -

s
[

0) ANFAE * WL (rl B B P2 -
1) MIEED © HERRR - (HEh = HE -

+ (2) LERGAER - BEEEF ARG -

- (4) EEHILH A E  EEREFUSEE M E -

[
AN TN N N N N

)
)
- ) EFEES | BEEEFE MBI EEE -
)
)

- (5) ZFEE(t - B EEREES LI EET -

BT AR AT A R
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s H 1R (goal) Kt = fEis(metric)gu il © PO1HE

Goals and Metrics

* Respond to business requirements in
alignment with the business strategy.

* Respond to governance requirements in
line with board direction.

* Define how business requirements are
translated in service offerings.

* Define the strategy to deliver service
offerings.

* Contribute to the management of the

——a

Ei¢

* Engaging with business and senior
management in aligning IT strategic
planning with current and future business
needs

* Understanding current IT capabilities

3| portfolio of [T-enabled business — * Providing for a prioritisation scheme for
get | Investments. set | the business objectives that quantifies the

* Establish clarity regarding the business impact business requirements
of risks on IT objectives and resources. * Translating IT strategic planning into

* Provide transparency and understanding tactical plans
of IT costs, benefits, strategy, policies
and service levels.

= =,
measure % measure T%D measure

* Degree of approval of business owners of
the IT strategic/tactical plans

* Degree of compliance with business and
gOvernance requirements

* Level of business satisfaction with the
current state (number, scope, etc.) of the
project and applications portfolio

* Percent of IT objectives in the IT
strategic plan that support the strategic
business plan

*» Percent of IT initiatives in the IT tactical
plan that support the tactical business
plans

* Percent of IT projects in the IT project
portfolio that can be directly traced back
to the IT tactical plans

* Delay between updates of business
strategic/tactical plans and updates of IT
strategic/tactical plans

* Percent of strategic/tactical IT plans
meetings where business representatives
have actively participated

* Delay between updates of IT strategic
plan and updates of IT tactical plans

* Percent of tactical IT plans complying with
the predefined structure/contents of those
plans

* Percent of IT initiatives/projects
championed by business owners

ZH
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« Dull, Gelinas & Wheeler (AIS, 9t ed., 2012)&+ 5[ 5
EREFPAVITE FIFER] - DAPZERREE (control matrix)fy 5 =
JOL I » HE

-+
=

AT (R B fil) -

A A% E A

A H AR

WEREE | TECREE | RERER | WORER - HEREAE | TEMIRRCERER - i
e | GFREcE | el | SV R TN | BRETHTTREME RN
CAEERER
P-1 3 27
&
P-2 SN
f
R
M-1 5 3418
SATHEE
I RR AR G 34




= -l 1IN —~ 1T {3

BT G

HETRZE (b O R E R L3 (e-business) & - %
WG o — T HEI B ER kP 2 EHyB2BEB2C
BEFrE15(e-commerce)iZ 4848 555 H AT N B SR
ALk (paperless)z5 1% i ikl -

ERHFARE RN -2 i 0 BT bfb\,\_z
TegrE 2 — o LR - ﬂLﬁﬁEﬁﬁifAﬁ e 2T
key infrastructure, PKI) k74 1Y &+ % B4 i (di
signature)sk i1 AR FH
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