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Dunn et al. (EIS, 2005)# 12 m E& Y B\ 47 B A fg X

«L A JE\ iz (economy risk) s B {EE G (EZR mija)mﬂl%a
> B SRS ~ BR ~ SARS ~ RURTEE ~ BREETE

SR E\ (industry risk) : {%Uéﬁmﬁﬁﬁﬁjﬁﬁz%iﬁm)ﬂ@ ;
13¢ i\ [z (enterprise risk) * BB {ZE EIESHYA ~ FNEDEEE  FiE
HEEfE Xt~ LRI ~ AT kEEaEF IR - &
%E‘Zm%%%?ﬁcp PRIEPR Ok ARG ~ 2838 KB R R i
il ~ HALRZERIOHIETT R BN BT 35

JL%EF?HKEE(WSIHGSS process risk) : Qﬁﬁ%&??ﬂz1%§(:§t/}?
S~ AN BRG] Z B (R e -
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EE B R % K B F (computer fraud and abuse) 2 &R 445

TR NNEE - EAMEEERE R E R o O EEA
ERERNEE SIS Y El A

Romney and Steinbart (AlS, 2017)%H T A+ % fdElEE
HEs S IR 58 A B HAUTES Il - DA N R s RIHH -

— WEEZEE S EEAH (botnet, bot herders), 52kt i (zombies)

— [HET AR %522 (denial-of-service attack)

— FEI%(eavesdropping)

— B2 Af=(hacking)

— #fifF (hijacking)

— B H(identity theft)

— R EIE4C#k(key logger)
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— ZRERTA# (password cracking)
- H5|ZERAY4gr5(pharming)
— 4grEEY A (phishing)

— 1BEF]E & (round-down)

=

— WEESTH % (salami technique)

— (EFHREY

12 AV (scavenging/dumpster diving)

— RS E R (software piracy)

— NI EME(spamming)

— [ElFRHEAG (spyware)

— [EHRRIRAGSE I At L2 2 (superzapping)

— & =(trap door)

— RKEFEH(Trojan horse)

— HEHPE DI R (4L (typosquatting/URL hijacking)

— JEEE(virus

)

— EESR(worm)
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— ZAEES B RGN K (firewall) -

— REMNMEHTE; 224t (IDS/IPS) -

— {EZR ARG ERE U TS (40 - Windows update =¢{Microsoft
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- HEEZEECHIF D > EEEARSEEFHERE R -

TEEEE R FEGPSEN - ErtEHE) HMEFRE @ IRIEAAE 5%

FRATHE ~ TAEERHEYE o NaAppElis/ NMAEE &R EUFERE -

FEAh - ARSEER B e =Y N ENTEHIGIE - DI R S Ay E s

W ORE 2R B & A AR P Y IE W M R ST EE M o

BIILRRARSE G A R ,

e




CERT/CC

— Robert T. Morris 7£1988/11/2i& #aMITHY B IS A RE B 2 ER & — 7 4 PRI 25
(Internet Worm) HRES I PR E SN ENEE - A fﬁpﬁ/\lﬁt*ﬁﬁﬁb
AT g A8 » FEEIEITEAE =R (1988/11)HI N &R A = E R

VPR — (E B RS T RS S e Ly (Computer Emergency Response
Team / Coordination Center) - [[t5) » & BRI FPEURER £ 22 23 E 20034

59N L US-CERT » (U R B H R B & F 42 BN “Z%Eﬁﬁ El’] oy -

— R. T. Morris7E 1989414 {{i2 S 6 ' 1986 E TR K B V% | B3R =&
EERE—EFRLESFEEN - iR ieta i REREFR 24 - HAanEZ0R
MIT o [GERLUEAR] : HEE =1 E ' iFEEMASE ) ]

- R REEER G EOLIPRIRERS - 58 H ATt A 2ECERT :

- SIS B e 1L (TWCERT/CC) & 2 &8 i Fax T HY
CERT(p177219984F) - &4 fj1 AFirst.org -

— BUNHERS G E 4. 0(GSN CERT/CC) © HIfTEI IR 34 fE& 5 gk E

- BIFEIESEFEE T O(TWNCERT) - iER & E © B0 AFirstorg -

— 2SS et UL (TACERT) & 52t TEEPLW(M

v’ First.org © FHXECERTZHARAH ACAVIE B IERERE » (F A EZ R
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CSIRT

» RIEIMECERT/CCE LS EBNEIZ gk - RN ERLZ 2B ER
ANE > EHME SRRV EER AN E NG - NIEILHE #%ﬁ%iﬁﬁ
PB4 %y I T BB RS 2 B K FEE] X (Computer Security Incident
Response Team, CSIRT) > J//LT\f%ﬂ;tJrE:a-fEFE/jjtén °

- & HATEAKIICSIRT ~ il AFirst.orgi it A DL 2657 -

— ¥R EEETEIEE T (Deloitte Taiwan CSIRT) -
— BEFRHY/\E](Trend Micro CSIRT) -

— B SHEEREEET R O MY S B S g L L(Taiwan
Computer Security Incident Response Team) -
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FaTEA A 319E - EINERATERR N TEZ LIEZ % E -
T EES

Foreign Corrupt Practices Act (1977) : N3 A /8{bAVEEEL -
Statements of Auditing Standards (SAS) No. 78 & 94
Sarbanes-Oxley Act (2002, f5fESOX) : ZAf#=ZEEIN T M2 o

Dodd-Frank Act (2011, 24 Dodd-Frank Wall Street Reform and
Consumer Protection Act) : 2008 < Fill & 5218 B IEE R Ty K
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COSO%
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COSO ZEr 2
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5= (Committee of Sponsoring Organizations)

_‘/—\EI—

RN A SR EE R ZE R (Internal Control —

Integrated Framework)

@HRM

* PERERET

e AR R (B T ERA A
BE il E THY P ERERISE61)
F(control environment) 1%/ S E] BT SR T Y Eb
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NEHEESMT

= f R - EHE
iﬁ%ﬁﬁ BT T AR

dlnl

Y LRI RE

HEESR ~ A JTEERBUE - Gl

g B\ JEEE T VAT R AL /T%DT”‘““

HHIE

ﬂﬁzﬂnﬂé(rlsk assessment) * [\l Et{d 2 SeA R RIS TH H

/

féE

EHEEES S

Tﬁb xéEZ? X
e T FEHIEE

BT RS EETE A B 18

i A \TK [Fl sl BRI AHELS - [ RS A R BARZ M e
I EIIMNRERET B R SR A 2 2 DI
Ao o HeHEsER o B E] ke T ~ Z1E




COSO ZEf 22

~

= ~ YEfH{EZE (control activities) © {&fi5 /" BEIMIE EREE(LHAER » $RH
8 BOREERE P 2178 » iR 2 A ] 3K ~7 & Zﬁl FERIE
EZHITIERFE A SIRTA B ~ ERRENZ SEPSE ~ fra Rt
FOARIE FHE SO A 2 BB B E B o

~ FEELE # (information and communication) : &i5/ 5] B EE
A SRR E NERESNER Z ik ~ BB 2 &5 0 DUCFFAED
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T ~ BB FEA R S SR E R T K s B & 2 el
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WA BT > DABERE PN ERIZER I 2 254 i B 2R e LA A AT
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ERM (Enterprise Risk Management) i<

. %ﬁCOSEW i /25% P S 4
HisERmEEESE 7 O v/
ZpEE(ERM, 2004) 0
Dl4%E H = ~ 8FEZHAY FERIER I A
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COBIT Z2
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« |ISACATE1996FFH]ZTCOBITZE##(Control Objectives for

Information and related Technology)zE—fk - [FE& B
aE e (ITGHE1998F K 1L » 124EE

EHAZHITGIAE -

— COBIT sedthioA © 4.1k (2007 5% 1)

» COBIT 52ACOBIT 4.1k R - aRFVal IT 2.0 zRisk I TR

ERIT

Kiz

R EN= I

COBIT 5 (20124F-24fR)

—a

AR AT IN o COBIT 2019 5 fF FaltELHE FiEfT SR 3t o
> KNegze DL NER A LACOBIT 4.1/ Z L N B By
o ASHERITSHAYESR » ITGHREPU(EZ A E[ZTCOBIT :

— DIp3E Ry BB (business-focused)
— 22 (process-oriented)
— DA R 2 (controls-based)
— FHfr=2sKEEE)(measurement-driven)
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» COBITHITIEE EEFEI4EFBHAEFTN » BT HlEF
= X VUETH & Be sy Eiek o 22 VU{EEE (domain) g -
— M| sH&&(plan and organize, PO) : ¥Al kDS fitfs5] -
— Hifs e EEE (acquire and implement, Al) = $2 kR 5 283000 545

T

VN; 2
— XX fscik(deliver and support, DS) - BUG#EA T FALR A H
FR&im e

— ESELT SR (monitor and evaluate, ME) : ESEMS{ERR DU (R E
BIEPORTEEHLEYF55] - )
-

g KB R ALEH(PO)
A >~/ . it AT B
JO{E g L B 2 REE &b R
(Al) (DS)J{L_‘
B RETEME) ]
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coBITaf = « DAY Ry HL At

» COBIT /&34t F I TR 770 Al il E T 26 3R 5% EH A% (control
objective) - LIPO1RZf7 Rl > 75 LU N6IAZEH] H AR -

— PO1
— PO1
— PO1
— PO1
— PO1
— PO1

A ITEEEH -

2 ¢ SR EI TR —2

3 HAlRe 2 e 2 5 -
A4 ¢ I THRHSPERR S -

S TR PERRE] -

6 ¢ ITERHEH -

+ COBITER | I TRl T S EaER AR - HlE]
T eIHE AR AT AR Y AR RS (PC) =2 - {ERITE

Sa
i

B et R L R ] - R o e
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« COBITHIZT6IE
control, PC) :

NINFIE=

R

T

PR

— PCA @ 38 (R E A E R -
— PC2: 5 AR AR A - AT A R -

— PC3 : 2 plEatat A EE R A FY

ge PR DR R A MR

— PC4 : BRI NAIRH TN FRE K& A

KEME (EARACIEREER L] -
— PCS ' B MEZEEUK ~ 5tE RN BEE T EITER -
— PC6 : i —4HRE S EfE AV R e R 22 IRV &S

-

=

.

A
3

{2 (process

A 2GR - EA e

RERSRIERfEIREE
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RACI [&E|F

« COBIT{#EHRACIEFR AR IAEEFE 7N S B EENE & R EE
RACHLF: -
— Responsible (R) : & & B{EH5EHE -
— Accountable (A) : f2tf55 | FHEAETEE » BEEET -

> AL N

— Consulted (C) : #Z:%E o
Informed (1) : #5540 o

« fia > POREFFHIRACIEFRL T -

RACI Chart Functions

Activities §

Link business goals to IT goals.

C

|dentify critical dependencies and current performance. C
Build an IT strategic plan. A
C

C

Build IT tactical plans.

I
C
C
I
I

Analyse programme portfolios and manage project and service portfolios.
A RACI chart identifies who is Responsible, Accountable, Consulted and/or Informed.

BIILRRARSE G A R 26
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* COBITSERSE B ZEH] Rt N TH 2 5 B = {EJg K
- SEEER - PEEEEEREHETBRERAER > APas
NELEHETT A RATEHIANE o TR AR I EBOR k BIRATE
5l -
- BEERFE m%&??ﬂﬁ]t*@fﬁ%%%iﬁéﬁ%ﬂ KA B3
BRFEEEEME - W HEITER 2% s > NI BRI R

= @11 L - {3ERE A Je RYPZEHE i FH P2 (application control)
B HITEFTte ey B B bZERR S - DL A AN T AL

e (BIa0 - L IHE ~ TIEEr ~ NTEHERSE) -
= T%‘/\ ER TS - SR TRF T FHHIAEES ~ EOrHE R A F RS
FITHHE IR AR Z BN DL AR TN RITE T2 4 - 1T
%BFEJ%E%E%@@E@E&?%M JAIURE R AR - BRI AR
M:322 (general control) °
o MR R ERIAVAEE | A E AR AL n SR 0 HE
FHPZERIAY A SEMEA BEZERK ©
BB R TR A FEE 27
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IT— R A2/ N AT e 34 7d 8 FH I TAZ Fe e iR 5 ) > 454
— REERE -

- BREH -

— ZeME -

- A

ITHE P 2 P (1 £ A2 AR 200 40

— SEEM:(completeness) -

— &M (accuracy) -

— 5 M (validity) -

— EUEFHFE (authorization) -

— T 1EZ47(segregation of duties) -

COBITE R » IT—RR PRI EEEAEITH » I THE R 2 (LR
ITESFT fe b B 5 B0 T [ERIE -
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- AC1:
— AC2:

— AC3:
— AC4 :
— AC5 :
— ACS :

~

JFIa &k}
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+ COBITH A e HE =R TR HIEIR K 3806

ERGERI A

— 1T ~ #2fp RAFZEAVE H R = e i@ e R E) -
— RENERER](maturity model) : COBIT/E ke T2

% IR Friy B B S e S 77 i (0) E(9) FF 75

* (0) NFAE - G (TS BE 2]
- (1) MIFER - HEVHEY - [HERZ2HEK -

- (2) LEB=ER  EEEF CEELELE

(

(

(

+ Q) FEFFCER - BIEEFEXXHEIAE ZH@J@WTQ‘%
- (4) CEHEHN H At E - EEERFC2EE K

J

\

R

 feth—

SHIZICMM 7
{EF&HR -

+ (5) ZRIaHL - B EERE ﬁﬁzﬂﬁiﬂ{bi’éﬁ_ﬁ
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SE5Y

Goals and Metrics

* Respond to business requirements in
alignment with the business strategy.

* Respond to governance requirements in
line with board direction.

* Define how business requirements are
translated in service offerings.

* Define the strategy to deliver service
offerings.

* Contribute to the management of the

=(goal) s fai(metric)siffl © PO1HEF?

* Engaging with business and senior
management in aligning 1T strategic
planning with current and future business
needs

* Understanding current IT capabilities

—3=| portfolio of IT-enabled business 3| * Providing for a prioritisation scheme for
sef | investments. sef | the business objectives that quantifies the

* Establish clarity regarding the business impact business requirements
of risks on IT objectives and resources. * Translating IT strategic planning into

* Provide transparency and understanding tactical plans
of IT costs, benefits, strategy, policies
and service levels.

& =,
measure Z measure Z measure

* Degree of approval of business owners of
the IT strategic/tactical plans

* Degree of compliance with business and
governance requirements

* Level of business satisfaction with the
current state (number, scope, etc.) of the
project and applications portfolio

* Percent of IT objectives in the IT
strategic plan that support the strategic
business plan

* Percent of IT initiatives in the IT tactical
plan that support the tactical business
plans

« Percent of IT projects in the IT project
portfolio that can be directly traced back
to the IT tactical plans

* Delay between updates of business
strategic/tactical plans and updates of IT
strategic/tactical plans

* Percent of strategic/tactical IT plans
meetings where business representatives
have actively participated

* Delay between updates of IT strategic
plan and updates of IT tactical plans

* Percent of tactical IT plans complying with
the predefined structure/contents of those
plans

* Percent of IT initiatives/projects
championed by business owners
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