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Dunn et al. (EIS, 2005)# 12 m E& Y E\s 47 B A fg X

4T i | 5 (economy risk) 52%!35&{.%«/}@%@( =22 nnijZ)El’j}_klggg
 BIA0 - SRS ~ B - SARS ~ JRIACEE ~ BT

>R E\[ (industry risk) : {%Uéﬁmﬁﬁﬁﬁjﬁﬁz%iﬁm)ﬂ@ ;
3¢ i\ [z (enterprise risk) * BB {ESE EIERHYA ~ FNEDEEE  Fi
HEEfEKEt » LRI - AR BEEaEFIE - &
%E‘Zm%%%?ﬁcp PIEPR Ok A IR G ~ 2838 KB R RS i
i ~ HALRRRIOHETT R BN B S )5

JL%EF?HKEE(WSIHGSS process risk) : ,LEH/E%EF?WZ1%%(:§E
S~ RN BRG] Z B (A R -

JHIH

AL E Sz (information process risk) : BEAPSERE 7 N ZIHE ]
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RIS EERX |7 % F (computer fraud and abuse) & &1 & 4%

TERNNEE - EAMEEERER BRI o W EE A
ERERNEE S ISYY El A

Romney et al.(AlS, 15 ed, 2021)%&3H 1 H 24 FHEAEE]
SR KR A BHVIEIER G > DA R séfds RIEH

— WEZEE N EE4H (botnet, bot herders), 7E5E 2 ik (zombies)

— [HETAR %5 22 (denial-of-service attack)

— FE§E(eavesdropping)

— B3 Af=(hacking)

— #i#E(hijacking)

— By H(identity theft)

— AR ENFAC sk (key logger)
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— =RERTAZ (password cracking)
— E5|ZE A4 r5(pharming)
— 4grEEY A (phishing)

— 1BEHF]E & (round-down)

=

— WEESTH % (salami technique)

— {EFREY

12 H A% (scavenging/dumpster diving)

— HRES A R (software piracy)

— NI EMR(spamming)

— [ElFREAG(spyware)

— [EHRRIRAGSE R AL L2l 2 (superzapping)

— & E=(trap door)

— RKEFEH(Trojan horse)

— HEHPEDIAY R 4L (typosquatting/URL hijacking)

— JEE(virus

)

— EEZR(worm)
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— SEERIOEZZE RS o M E B E RS o

— BT EM 2 A R L R LI E AR DR

— ZALES EUERE [ K (firewall) -

— EMNMERTE 224t (IDS/IPS) -

— {EZE AS ERE e T (140 - Windows update =¢Microsoft
update) > DA FHEMRENZ 2RI

- HEEZEECHIFD > EEERARSEEFHERE R -

TEEEE R FEGPSEN - ErtEHE) HMEFRE @ LRIEAAE F %

FRATHE ~ TAEERHEYE o NaAppEis/NMEEE &R EUERE -
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ChatGPT5 [35H1) E 2 5

Bit -SSR Q2024808 HA ERE ME HE BER £3F T | BEE2 BE 2 W

BEFEHRChatGPTGPTIE A 5] & Ep ez

5| B52023/3/28K &

FERFBEBEEHEMAL > RRClGPTREBEREERZEREF > 8BEBEOBRIHTE
EFRMAChatCPTIEBESHEESE T RTEAHMLERE » MRChatGPTEEH SHES
TMSEE > —EMEEe BB EBRENSE > AU TEMe] esafREEE
i ZRTE - AEEBZEZ Z ChatGPT Rl T E » A APl pesB I R a: A
ZRREEE > BREEBAUEENEE > EELERSBEELEREREEEN=
£ ZESEER M 2IME » UIEHE PRI FERTE ©

B EERAREEL ENAZEEE T RChatGPTEMA RS BN ESEwE » BH
LRI R » ChatGPTIERZE » BECAZE RO ENARBADEXZWERO -
SRERETLEAChatGPTEEE » WA sERERREEEX MmERH » LERENE
REEHETRN xSRI WREEZEN > BuETAIRNEHE MES
RELBISFZWENER > THIHATNIEE > Al EREARE -
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CERT/CC

— Robert T. Morris 7£1988/11/2:& #aMITHY B IS A REE M 2 ER & — 7 4RI &5
(Internet Worm) HRES I PR E SN ENGEE - A fﬁpﬁ/\lﬂj*ﬁﬁﬁb
R g A8 - EEIEFGEAE =R (1988/11)Hl HH EAE RN A SEE R

1L PR — (E B RS T RS S e Ly (Computer Emergency Response
Team / Coordination Center) - [[t5) » S5 ERIEHFPEURER T 22 23 E 20034

59N LT US-CERT » (R U H R E] & F e 2l “Z%Eﬁﬁ El’] R -

— R. T. Morris7E 198941 {{i2 S 356 ' 1986 &SR K B V% | B3R &
EIRE—EFRECIETEEN - iR eta i RERFR -2 - HaEZ0R
MIT - [GERLUER] : MIEE =1 8 ' IiFEMEEMASE ) ]

- ERREEER G EOLIPRIRERS - 58 H ATt A 2ECERT :

— BB R e B e 1L (TWCERT/CC) & 2 &8 i Fax 1 HY
CERT(p177219984F) - &4 fj1 AFirst.org -

— BUNERS i E §U0(GSN CERT/CC) @ HITEIE IR 34 fE& B gt E -

- BIFEIESEFEE T O(TWNCERT) - iER & E © B0 AFirstorg -

— 2B i et HUL(TACERT) & 52t TEEPLW(M

v’ First.org © FHXECERTZHARAH ACAVIE B MERERE » (FR A EZ 1R

B FRRARE G E A FHEE 9




CSIRT

AIE T ERJCERT/CCAE(LIE BN BIR G - HNERZ =SB R,

A BHE RIS E R EARGE - NIELILHES

S=F

AT RSERR

UHEBIR U A VT BB IS 2 4 S5 i FEE B (Computer Security Incident

Response Team, CSIRT) -

LIA] @Jﬁt*E SFHYZESE -

&2 Hart Ak IZCSIRT ~ Wil AFirst.orgfyi#%Riga L P15 ¢

B ZH R (CCCSIRT) -

M gaT IS % AT(DTTW-CSIRT) -
ERE L& N ZE M0 (F-ISAC Taiwan)
R E RS T FT(NCSIST-CSIRT) -
ZHEFAE(Onward CSC) -

FEERI (QNAP PSIRT) - PSIRTHIPAA T Z& 5
FHIEFH (Synology PSIRT) -

AR A E](TM CSIRT) -

SE A RS e T L B 3 U C/(TWCERT/CC) -

g@%ﬁgéﬂﬁn i *EP/[)(TWCSIRT) o
HIRRAS G S EEE
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Foreign Corrupt Practices Act (1977) : N3 A a{ERIYEEER
Statements of Auditing Standards (SAS) No. 78 & 94

(¢]

Sarbanes-Oxley Act (2002, f5fESOX) : ZAf=ZEE T M2 o
Dodd-Frank Act (2011, &4 Dodd-Frank Wall Street Reform and
Consumer Protection Act) : 2008 4 FilifEl S8 BB EETTHIR

BERH
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fi » ;xCOSO 20135 Hrhi - E‘)ﬂZﬁ’ﬁW Hx (2 58RI EsEANE

PR A SINEESZER

ERM Z2f% : fiZE K COSOZ: & /£ 2004 12 HHY /= JH o s T 20 A%
HﬁLfU?W%U%P;EEEVJ1992 COSOZESE » Fa%E DU Far By ELRIEHY

20045972844 - HEZRRE S (M IEH)COSO 199248 YN » MY
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COBIT Z2f# : FHESEBISTEZ T (ISACA)IE1996F Hls THY A RHY
NPEZRIR(E pscirhicA @ COBIT 2019) @ ZaT 2 AISERI EaTamb3E
BN RMANEERIT EESZ TN -
ITIL © S BBUN B A E e AV E RS AR R SR - &5
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ISO 27000551 - HHISO$t ¥ =L et €HIfa5|

BHILRRASE TR A HEEE 18



COSO Zuf .

~

COSO% 5= (Committee of Sponsoring Organizations)
yan 1992L H U Jél’jﬁqﬁmﬁ%@g”,%g%%( nternal Control —
Integrated Framework) - £15 A {E4E B Z= (DL NEREHN
@HW“ S g%ﬂnmﬁmﬁﬁﬁﬂ F61R) °

» IR (control environment) T%/ S E B T SR T Y Eb P
f ZERE - ERERE A AT G EEEE - EEg N EE
NEHEERMT
B R EHES - EEgEHE \ERETTNENT HER] > BT E=

sHERAE ~ EE 7k ~ AJJERBUOR ~ S50

Eaﬁﬁbﬁﬁ |~ BTATREAIFSEIA -

HF EBME(FISK assessment) * JE\[EEF 5 SEA R Ry hEIL 2 IH H

/

) Z BM\

H AR BN ESS > AR RS EAE HIRZ HE
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= ~ YEfH{EZE (control activities) * {&fi5/ BEIMIER EREE(LH4ER PR
o8 BUOREERE P Z1T8) - iR b 2 A o] AR <2 & Zﬁl FERIE
EZHITIERTE A SIRTA B - ERRENZ SEMSE ~ fra Rt
FIRIE FHE SO A e 2 BRI T o

~ B E # (information and communication) : {&ig5/\ 5] B EE
FEAE SRR E NEREESNER Z ik ~ BB 2 &5 0 DUCFF A ED
PRI EAM AR B R R 2 FF4EEAE - WHERERIELEIANES » A H]
ELSNEL Z Rl R T A RUR A - WEMZESRIGIE A B FHEERE -
T ~ BB FEA R S R E R F K GBS & 2 el

11~ BB ESR(monitoring) © {feg S FIETTRIE MRS ~ (B BIEHE B
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ERM (Enterprise Risk Management) i<

. %ﬁCOSEW i /25% P S 4
g E S 7 O v/
ZEE(ERM, 2004) 0
Dl4%E H = ~ 8FdEZH AL FEERIERI ¥

AN
B2 AT SE BT = E s %
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P22 15 COSO 199228 FfYy el e y /
N - LN

F RS s EEE 21



COBIT £

« |ISACATE1996FEFH]ETCOBITZE##(Control Objectives for
Information and related Technology)zE—fk - fEEEIFEIT
e (ITG)FE1998FE/ T » 1288 F AN FIET LAE
EXHITGIEE -

— COBIT g 2&{f R4 © 4.10% (2007F2%4f) - COBIT 5 (20124FE2%

ffii) - COBIT SLACOBIT 4.1hfg Bt - SiRFVal IT 2.0 &ZRisk I T2
MEFBESIEN - COBIT 2019 > {£ RAICESE DA TME R -

> Kegzell FaRRTILLCOBIT 4. 1R LN B R HE

o EHRITEHEAER » ITGHRH PU(EZ | &]ETCOBIT :
— DIpZE Ry BB (business-focused)
— T2 FFZ& | (process-oriented)
— DA¥ZEdH| Ry ELHE (controls-based)
— FHfr =K EEE)(measurement-driven)

~
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1 ="
coBITfE — : F 25 0]
. COBITHITE2E S Ar34Tm IR » IS LR sy Rl

B 7 VU A T R AES, © S PU{E4E R (domain) 2
— 5l JegH &% (plan and organize, PO) : ¥fAl &z DSEE{(EF55] -
— HUf& k& (acquire and implement, Al) - $2 kg 7 ZZ300 A 5

AR -
— XX fscik(deliver and support, DS) - BUG#EA T FALR LA H
FR&Um e

— ESELTSE(E(monitor and evaluate, ME) : ESEMS{ERR o DU (R EL
BEIEPORTEEHLEYF55] - )
-

g S B R AEH(PO)
A >~/ . it S B
JO{E B R L B B REE = R
(Al) (DS)J{L_‘
B RATEME). ]
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coBIT:f = « DAY Ry HL At

»  COBIT /5348 F I TFE 770 Al iR T 26 3A 1% E A% (control
objective) - LIPO1RZf 7 RBl > 75 LU N6IAZE ] H A% -

— PO1
— PO1
— PO1
— PO1
— PO1
— PO1

A ITEEEH -

2 ¢ SR EI TR —2

3+ HAlRe 2 e < a -
A4 I THERHSPERRE] -

S ITERAgPERRE] -

6 ITERHEH -

» COBITER | I TRE Rl T S EHER AR - HlE]
T eIHE AR AT AR PR E AR RAES(PC) =2 - {ERITE

Sa
i

B et R L R ] - R o R

BHILRRASE TR A HEEE 25



53

« COBITHIZT6IEH
control, PC) :

NINFIE=E

R

T

PR

— PC1 @ R (R E A B -
— PC2: s —MEFAEA - LT HAGREE -

— PC3 : f2fplEatat il i EE R A FY

S5 PR DU B R MR ©

— PC4 : EFREFNAIRE TR R s A

KEMEL (EARACIEZR(FR R L] -
— PCS ' BEMEZEBUK ~ stEMERFNBEE T EITER -
— PC6 : HH—4HRE S EfE P YR B R RE i R ZE IRV &5

-

et

.

A
3

{2 (process

A —2HIGER - WEA e

RERSEIEREIREE
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RACI [&E| %

« COBIT{#EHRACIEFR AR IAEEFE 7N S B EEN B & R EE
RACHLZF -
— Responsible (R) : && B{EH5EHE -
— Accountable (A) : f2itf55 | RRHLAETEE » B&EET -

A) AL N

— Consulted (C) : #Z:%z o
Informed (1) @ #5540 o

« fia > POREFFHIRACIEFRLI | -

RACI Chart Functions /,

Activities §

Link business goals to IT goals.

C

|dentify critical dependencies and current performance. C
Build an IT strategic plan. A
C

C

Build IT tactical plans.

I
C
C
I
I

Analyse programme portfolios and manage project and service portfolios.
A RACI chart identifies who is Responsible, Accountable, Consulted and/or Informed.
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* COBITSERE BN ZERH Rt SN TH 2 E 7 B =g X
- BEEER - EEEEEREHEIERERMER > APEs
NELEETTE AR o ITEGREREAIHILEBOR k BIRATE
5l -
- BFEEFE m%&??ﬂﬁ]t*@fﬁ%ﬁﬁ%iﬁéﬁ%ﬂ REFT B
BEFAEEEME - W HEITERA 2= s > NIHEB R EK

= @11 L - {3EAE B Je RYPZEHE i FH 72 (application control)
> B HITEF Tt ftay B B bZERIRS - PLRA A ZEAY AT AL

el (B0 - REIHE ~ TIESEr ~ NTEHEERSE) -
= T%‘/\ AR ¢ SRS ER TR E FAVAEES ~ Bkt E R i R RS
FITHHEI IR ERZ BN DB SR =W HITE P2 - 1T
%BFEJ%E%E%@@E@E&?%M JAIUEE RIS - BRI AR
M35 (general control) -
« MR ERHERIAVREE | A E ARt n SR - FE
FHPZERIHY AT SEMEA BEZERK ©
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71>

3

1T —fePEF2e ] 57 JrE R $25]

IT—f A2 N AT e 34 7e 8 FH I TAZ e e iR 5 4 > 494
- REERE -

- BREH -

— e

- A

TR F 2 P (B 1 SRR PO PR 0567 - 40

— SEEM:(completeness) -

— M (accuracy) -

— 5 M (validity) -

— EER/HFE (authorization) -

— T {EZ47(segregation of duties) -

COBITE A » IT—RR PRI EEEAEITH » I THEFI2E 2 (LR
ITESFT fe A B 25 BRI T ERIE -

BIIZ RS ST 4 HEEE 29



COBITHZ LA
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— AC1:
— AC2:

— AC3:
— AC4 :
— AC5 :
— AC6 :

~
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LAl

i HH 57 B
B A
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coBIT:py : A 11 5 AR

IR SR A TR
AR OIS -

+ COBITH A e HE == TR A HIEIR & 3806

ERGERI A

— 1T ~ #2fp ARV E HE = a iR @E A RXE) -
— RENERER](maturity model) : COBIT/E ke T2

% IR Fr iy E B S el e S 77 i (0) E(S) FF 7S

* (0) RNFAE - GRS BE 2]
- (1) HIFER - HEVHE - [HERZ2HEK -

- (2) LEBER  EEEFCEELELED -

(

(

(

+ Q) EEFEES | BEIEEFEXHEIAE ZH@J@WTQ‘%
- (4) EEHEHW HAE - EEERFE2EE K

J

\

HERHE

 feth—

SHIZICMM J5
{EF&HR -

+ (5) 2R #L - B EERE ﬁﬁzﬂﬁiﬂ{bi’éﬁ_ﬁ
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5N

Goals and Metrics

* Respond to business requirements in
alignment with the business strategy.

* Respond to governance requirements in
line with board direction.

=(goal) Kt et (metric)sufsl - PO11EFF

* Define how business requirements are
translated in service offerings.

* Define the strategy to deliver service
offerings.

* Contribute to the management of the

* Engaging with business and senior
management in aligning 1T strategic
planning with current and future business
needs

* Understanding current IT capabilities

—3=| portfolio of IT-enabled business 3| * Providing for a prioritisation scheme for
sef | investments. sef | the business objectives that quantifies the

* Establish clarity regarding the business impact business requirements
of risks on IT objectives and resources. * Translating IT strategic planning into

* Provide transparency and understanding tactical plans
of IT costs, benefits, strategy, policies
and service levels.

& =,
measure Z measure Z measure

* Degree of approval of business owners of
the IT strategic/tactical plans

* Degree of compliance with business and
governance requirements

* Level of business satisfaction with the
current state (number, scope, etc.) of the
project and applications portfolio

* Percent of IT objectives in the IT
strategic plan that support the strategic
business plan

* Percent of IT initiatives in the IT tactical
plan that support the tactical business
plans

« Percent of IT projects in the IT project
portfolio that can be directly traced back
to the IT tactical plans

* Delay between updates of business
strategic/tactical plans and updates of IT
strategic/tactical plans

* Percent of strategic/tactical IT plans
meetings where business representatives
have actively participated

* Delay between updates of IT strategic
plan and updates of IT tactical plans

* Percent of tactical IT plans complying with
the predefined structure/contents of those
plans

* Percent of IT initiatives/projects
championed by business owners

it
A
3l
gt
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