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I ERTE K

+ Dunn et al. (EIS, 2005) 3 FiBGATER 535 F IEE 2

LA JE b (economy risk) ¢ sZ ER(EAORAG (B ~ [&IEk) A JE

> B - SR A~ BF - SARS ~ MIE ~ IRETERLE
EESE M (industry risk) © (BB EZENATE A BlE# 2 BRI EE -
3R JE b (enterprise risk) = {E AR HEERATA ~ F M - ‘_U%
EEERERER - RIESE - MREEA RS REE IR 1—
B IRSEO S ek ~ BHEBROK A IR E i ~ Zead it a0
i ~ EML SRR PR T R AL E]HE R )

i;%%i)i?ﬂﬁgg(busmess process risk) : ,LEJ/E,%EE@WZMEE( =/
B~ RN ARG Z A (5 BR A Y e -

&2 e A (information process risk) : B ZEFE A X TEE A
ZAEE ~ HERE - IEERINVESE o = AEFEERTE |

1|l|l'l
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= H“@%‘g@&;‘%ﬁﬁﬁ (computer fraud and abuse) & & 245
ANEE BN EELE R E fa B8 - 7 B LA
Z&Eﬁﬁ%ﬂg/ﬁ/u N 7@%5

Romney and Steinbart (AlS, 2009)#2 3 " 5578 A 25 fi 5%
WX k2% A BRI SERE i

— EE RS (adware)
— &2 A F#%(bluebugging)

—P-f-‘—f--f—w—‘x::

— BEBEFREHUE R (bluesnarfing)

— WhEZEEASEF4H (botnet, bot herders)

— 1EEVAE M- REEEE A & R 88522 5 &0k (chipping)
— REREEE S DUE N ESRE (click fraud)

— ARSI EE LR (cyber extortion)
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R} E X (data diddling)

LRbHR (data leakage)

FHIET R %5 82 (denial-of-service attack)

I (dictionary attack)

#%57% (eavesdropping)

FEHUA (E{E Iy & (economic espionage)

BF-E - Zff (e-mail threats)

(B2 B gy ah L DU SR &Rl (evil twin)

B2 A f=(hacking)

£ (hijacking)

B3 FH(identity theft)

AEPEEUAEE = (internet misinformation)

HEE ZUE T B2 (internet terrorism)

sz BN FsCek(key logger)

#E e E ¥ VFoE (logic and time bomb)

HEEEFERIHES(malware)
PRI



S 4] A (masquerading/impersonation)
£ (packet sniffing)
ZHER# (password cracking)
A5 [ 2 RE A4 (pharming)
4% £ (phishing)
# 1% (phreaking)
JeelEr= A (piggybacking)
AL —{EE D& AEE SRS {79t LU SR & (posing)
Tors T HUSAAE &l (pretexting)
BE FEHR S (rootkit)
P2 2 B2 E(round-down)
RS ST 5 & (salami technique)
FFaE = FhEE (scavenging/dumpster diving)
T 5 %555 (shoulder surfing)
Gl -R e R s R -R LLAB B fH(skimming)
DAt 22345 FHR(social engineering)
PRI PSRRI EE e I EEE



— HEE A hR(software piracy)
— kA (spamming)
—  FH A AR B T DARE P e 4 EH Y o 23 45 8 (splog)
— HAI AT K FAIE S E T E( R (spoofing)
— [E]FRE Az (Spyware)
— TEREEF AN 52BN R Bx(steganography)
— [ERIRFIREAG S 2 & 2 im A (superzapping)
— 1&F7FE=(trap door)
— KEFEF(Trojan horse)
— HEHEEA LAY R B (typosquatting/URL hijacking)
— JEEE(Virus)
— EEPEARE Y (vishing)

— BN E A E R B P AVETE T (war dialing), & B EHIRZ IR
o 7 Mg A S (war driving/rocketing)

— fE&x(worm)
— Fl 28I S 40 55 Bh T T % (zero-day attack)
PER R FE=EE



© JHTHPTEERES:

AR T2

A AR T DU R A S R
— EEASEIMR S B 8 A L1 H MBS B 5 -

— HFELEN

e 27 R cRs o M R e -

— BT R RgEss bR e LA EN B R DI AE -
— IR EAERS T Kl (firewall) -
— S BEANRAELANTEG £:48(IDS/IPS)
— TESE A& E AR FUE T # (B4 © Windows update 2
Microsoft update) > DL RHERIFE 202 2R
- EHEEZEECHHED > EEEARSIERRE RS -
o ILOh 0 SRR E S SN EMERIHIRL > DU RBRER

Ay o WAECR = AR R S A R B AR A 1

SEEENE

R F AN R R B (A

- HENE K

BRSNS R



CERT/CC

Morris & CERT/CC :

Robert T. Morris 1£1988/11/2F% :mMITHY & B 48 ES 5 £ FK 58— 7 4R P ek
(|Iﬂtemet Worm) HHIFLAS P2 ERE NS E NG E - AN IET A
AAEgEfg AN ES > =R E 1 (1988/11) Bl &EAE R A= RE
s LB —(E E S S A E 73 0. (Computer Emergency Response
Team / Coordination Center) - 59} » SEERFHFIEUN B - 2225 {F 20034
FHNEITUS-CERT » i BB Bl IR S R4 B IS rs & ETMTW‘%

R. T. MorristE1989F e {2 7 56 ' 1986 B S M K VL | B3R »
SERE—(EALUESEEN - MIBARIEE RN 2T EHUE—%&EA
MIT o [&EELUER] : FEFE =155 T i EEREHIE | ]

2 BRI 4 ORI IERS - DAEE KB - HA

H%AECERT :

- B2 B EREE R T L(TWCERT/CC) @ 2& 85 i irHy
CERT(H 1712 19984F) -

BURF S et pa 2 o0 (GSN CERT/CC) © Hif Eﬁ([ﬁmﬁﬁ% TR °
ZES Mt et 0 (TANet CERT/CC) - St e LLIAE: -
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o FHETRAEEERYEE o SEENERR BB EE] K et R HHAR
P AHZER & AR A -

o FPFENEIESIHIE AR - SRR ETI SR E
ETHYZSGE -

o NEMZESIRFEEERT ~ Bl N =R
— TEPGVEZE ] (preventive control) = geffy Ik ElRAEEA: -
— {EHIMEREE] (detective control) @ fEETE H 284 YRTRE -
— {B1EMEE (corrective control) © fEEt ¥ LS8 AR AY REIREMMUE -

S .



AR P2 il Rl REAH R 75

« BINEEES
— BRI EB LMK L (X E s EEEZER) -
— NS T A RN YRR S R R (B EEE]E
P i e Rl -
— BT ERIAEFE3LE - BISERAFERE FPTEX
TiEZ %= -
o EFTEILS
— Foreign Corrupt Practices Act (1977)
— Statements of Auditing Standards (SAS) No. 78 & 94
— Sarbanes-Oxley Act (2002, fHiESOX)

S .



AEZER] - JAURTERR

NFZEZERIZE TR ADBAZE T B 2 PN BRI L ek 25 Fy
BT BRI FEEEE AR S IERE A
g7 0 Bl ES NYEER Z PEHIVESE

fﬁ%&L&TAT}%f&' BRI ERE - IMEEH - #HxE MmN
jZTETﬁM - I ESEEE ~ fHHIRE - SCERUC A K JE
IREFR ~ s ETTEE M &R A ~ BUTHEEC R SUINAF Z
Eﬁﬁi&ﬁfﬁ?

- BRI R ATEERR - BRSNS - EEEERE R %ﬂ
:’H‘gfﬂl s~ mEEEREEE - KN E S - feienE - %
Mogarass: jZJZz@_@?E - BUPRHEERG EE *ixﬁﬁm
ITEE - PUTHLEC SR fﬁiﬁ/ NE 2 BUR KRR -

BRI R .



AEZER] - JAURTEE -

3~$@ﬁ%:@%ﬁﬂ¢%ﬁ%~%ﬁ%ﬂ%ﬁ~%§ﬁ
ﬂ~%ﬁ~&ﬂ$@~%%ﬁ%ﬁ%&$~ﬁ%ﬁ%&$
R AR o

0~ LEER  BAEEA R DL~ BER -~ FIIER - BIR

VRTERTER ~ 5T ~ BRI ~ SR BN IR

TR~ S ERT ARk ~ SUTH R ~ FENGZEF LUK

KAEFy -
fi > BERTEER - BREERC - PRag > RS~ HSE -~ ST A EIE
KNAMAEE G FEeREFEIHZIKE  PUTHEECHEFE L

BT

LT -

S g



AEZER] - JAURTEER 5

N BEEBEEEER - UREEEE IS ~ R > 4L IR

BRI E Z BURMAZER -

T EEER - A ES
FCE R

%~ FEE - T VERG G R A
CEE - REERE S
S BHSTERE - ERREEREIZE - Rkt - FUTRHES
S FELE, - TR R R S B

Varawm

ER -
ER -

BRI R .



| —~

Tl

(L%

NPERERIZEOM - AFH#TT A EEAEE LER ARG
& o H BRI H EEPR = AR B 5 = i R R R o
MRS 2/UEERE NI+ —ITEZERIFSE

—_—

Iy

JL

T >F B

BN B ERF T 2 TsE B = & -
* Zdnb e R TUE I R -

» QR S SCE P
PR ERE AR RG] -

» B A P o

~ BRI P2

* MR 2R Mt L )

BRI R .



=

BRI L EHARTNTELESE -

4

I\~ BERG N SRS L E. ~ [ R s 2 A% -

U~ 2B IFRETE= I SOHEFE - 2 255 -
—O ~ BlRL a2 5EH]
AT GE @) ENEHETT AR E N A

GRS P2 -

S .



AL AZE U%%,.\ *1'3

e COSO ZufE : HHZEFCOSOZ: E&rfE19924F H2 A N

PER R 2R 0 B
PER AV E S

RS T 2 R %R(/_J 2B HET R AE
FE}

¢ ERM Z2fE : HZEF|COSOZE & & 1E 200442 HH i 1 2 i
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COSO % .,

~

« COSOZ# 5w (Committee of Sponsoring Organizations)
L9924 - F2 Y A B f 22 Ao 225 (Internal Control —
Integrated Framework) » & A EZH R Z= (LU TN ERFE N
HHM B e g Rl TN AIZE6(5F) -

— ~ ZElEREE (control environment) ¢ {rigREEHEC(E ~ B R T
ERIEMZ SGFENR - FEERRITE ZINER - BfE 8 T2 #F
[EEBIEES] - EEE S N BT ~ S B E
FIl4k ~ S E TEHEIRER 2 72\ EF Y KEEAZ TS
B o PERERIARE A R B -

— ~ JEmETt(risk assessment) © (%154 B PEEE HIEAGERE LA
CAMERER o WaHGHs RS KA eME 2 aBFE » HaHhsE R
A B R RrEET ~ B B T ERITESE

BRI R .



COSO Z2f# ..

= ~ ZEHI{EZE (control activities) : (RiEE 1158 = 2 PRI NET ES
Jgh o EHIERY - DIEBE S G & AR S EHHT
BIFERZAE ~ IORE ~ Bd ~ BRED - B - EHAREEL - soerixE - BR
e L~ RIEEEERZLE - HitE - HEEETHAER 2 thEd &
N E 2 BB EE RS 7 R KRT ¢

VY~ & i (information and communication) : FRfEEEN » (Bf5
El ALY ~ 2 -~ e E 2R BEEEE ~ IR
AEBGEE ASF HIEA M 2B e EI B &R o FrfiEsE - (&
e E NS RAHE A & > BFEAEIN ~ AR o N ETERIHIE
AEMmEAAE  BEERTREERERENT RKEEGIEE
s\ Z 1 -

1~ BB (monitoring) © &5 H T & N B ERIHIE mE 2 E8E - &
FERHETEHIRIR S & B Ebaai it & M - E o EHEE
ERMEE - HE > Sl EERSES BTE - BB 0 oFEM
BE B A8 RS » g sE =@ P 2 PITTEE » e B R ANED
ez N B ~ BeZE NBEEgHEH A A ST -

BRI R o




ERM (Enterprise Risk Management) ,,\T =

« EHFCOSOLZETHRE S

% & NS Zx

ﬁﬁ%ﬂﬁﬁ%@%‘%@ Yot
SEHE(ERM, 2004) -

14+E H2 -~ 8fEZHAY PR
T2 MATE{RZE R ﬁl A fs e

e Z{I%@ﬁ% PR "

S [ -

- JE b S AR A e -

B
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kA1 A R i 7 i o
T COSO 199278 eIl
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COBIT Zuf%

~

e |ISACATE1996/FEFEIETCOBITZER(Control Objectives for
Informatlon and related Technology)zE—ff - FEZEEIFEIT
AR (ITG)IEL998F VL » 1248 FFh ARBYHIET TAE
$\ LHITGIER -
— COBIT HHATGHATIRA © 4.1k (2007 F-2¢4) -
o Sy el T)REHVFEK » ITGIEREPU(EE = HETCOBIT :
— DI B HEERE(business-focused)
— & a(process-oriented)
— DI Ry i (controls-based)
— Hr =K EEE) (measurement-driven)
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COBITZERERVER K B 200
ARNRITAE » MEEE
PREEHE A 5 RPERERT
BE Ao

X} ééthCﬁﬂTﬁnﬁﬁmii
AJFH] © BEHS Bz pk (e
= HIEMFREIERN - BE
/JZ\?EEF% SFEITE)RE E 8
&R (5 4 L AVAR
Fe AR DA B Rz 42571 - {5
et BE R 5 DUE A AT s
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« COBITE R » HalWAM &SR 2E4E - A BEme (b3
32 - 2L XELR(criteria) &

AR (effectiveness) @ BN A TELL P ER TR > HEELIRIIF
- IEHE ~ — 2R A Y =R
BV (efficiency) © EEHIE AR B AR 7 R &R M T U A -
{rRE 1 (confidentiality) © A EEFEARIERAE & AU BURIMEEEH -
SEELPE (integrity) | BN B ERERE He 8 » s OVET S0
S (E(E N EA -
54 (availability) = BEREF R EAIHERAVRHE - a[1ZEHE
ZIAE RN o EMEE A ERINE IR REE TIICAPREE -
{5 (compliance) : B R WA EES ~ FE NI -
] SEME (reliability) « B E FeHiS-& B E R UEE D2 BT
NELEEAEE -

PR ERT e R 24
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T &8

» COBITH{EFENITERESRA |
— B &% (applications) © E & E Y H LR R A TIEE

EF?
&iafl(information) : ERHE A& Z 4 @ KOERIE % LS AL

EEIJL%@E}EH

— FeZERE (infrastructure) - 17580 , RIEITOR ’f%_>__
& FH 28 A E M e R e B hieE T T e
A At ° B ——

— A E(people) : A E &R A4 HE e —
A ANE » BENEAE ~ T2 T e 2
NEPN=E L YN =K o I

BRI R e



CoBIT - : g JT 25 ]

o COBITHITIEEESRF3ME BTN » BEIEF S FIE
%= [ VUG TH A Ba s ny <BIEk o 22 VU{[E<EE (domain) & :
— MiE s gH gk (plan and organize, PO) © ¥Al ke DSTEHfE5] -
— Hif3 K& (acquire and implement, Al) & 2 B 7 28300010 HA

AT -
— A K S73%(deliver and support, DS) © BUEf## 5 20 2
N T E S e =
— BB K& (monitor and evaluate, ME) : BB EAE Fr LATECRE
R IFEP SHLISE ] o
@ﬁé O)ﬁﬁi[:/—Ef El’jj:lﬂ%[ Lh | %ﬁgﬂﬁéﬂéﬁﬂimo)l .J
y Hu A
VU SE I AR [ & ) Dl e

(Al) (DS)

MR
R R 27




PO 127

o COBITHME K 4HAR(PO)EIR AT E L0 B AR

PO1 : FEF RIS EITE =

PO2 : EFR &AM -

PO3 : JERAMGTT IR -

PO4 : EEITIEF - 4HE KRl % -

PO5 : EHITIHE -

PO6 : FEHE B EE N G REE 2 -
PO7 : EHIT ATTER -

PO8 : EHWE -

PO9 : B¥AL K& BT E s -

PO10 : EHEZE -

BRI R 28



* COBITEHUS S E (ARG E T AR -

All :

Al2 :
Al3 :
Al4 :
Al5 .

Al6

Al 12 F

R BB bR T
AUl e s e AR 2 UHRAS -
AUl SR ST R RS -

(e E R E A
HYT%"”_ /F

RS -

T LR T 2

Al7 :

BRSNS R
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DS 127

. COBlesaﬁ);‘zﬂﬁ(DS) SESR N ET E 13T E R ¢
DS1 : E&H L EHARTEKHE o
— DS2: %f@%:%w LIRS
— DS3: EHENNEEE -
— DS4 : WECRARESHY A
— DS5 : WERARL S
— DS6 : #HH Ko IRAA -
— DS7 1 HE NMlSRERE -
— DS8 : BEHARE G MELE -
— DS9 : EHZIEHFE -
— DS10 : &R -
— DS11 : &EHEEHR -
— DS12 : &I peIRsg
— DS13: &mieiE

BRSNS R



ME £

* COBIT{EEE b (ME)EI NG e s TR -
— MEL * BiF RS I TSR -
— ME2 @ BB Kt A ER ] -
— ME3 : HEIRFF Y MDAREE -
- ME4 : EFL%@L'HT/ H o

BRSNS R
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coBimam = : DAFZEH] Ry Bt

« COBIT fy 34t TR 7oAl flET 232 H % (control
objective) - DIPOLREf A3 > 45 LU NOIEFZER H AR -

POl1.1: ITEEEH -

POL.2 : fhSBaITHAH— -
POL.3 : E HiAE L EUREE > ST -
POL.4 : ITHHE LERR -

POLS : ITH LA -

— PO1.6 : ITEF2HEH -

« COBITE: 1 Fyrptl TR il s T SR ZER] H RSN - ]
T OIEE A AT R R R (PC) (2 © (#A1FE
Fra S EARI0 _E A FRR e ASE oS BRI

H ©

BRI R .



1 FH AR P 125

» COBITHIFT6IRM F i FrA T2 e iV i A e 4% (process
control, PC) :
— PCLl: ERKEHZERERFHNKEE -
- PC2 f5E—IEFEE A » T AT AEE -
— PC3 : PEfpfEacat il il EEEEE S —BWER - WEAEH
5 M DU B S Y MR

— PC4: ERERFWNIERIER it Em - REEIEREIREE
KEAL EARACIEZFRGEERIL)] -

— PC5: EFRMEEBUR ~ 5185 MR AR R EITER -
— PC6 © i —sHREHH T EAE PP B BRI LR TRV 25

f -

BRSNS R
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RACI [&E%=

« COBIT{# FHRACIEF R EE 7N S HEEENE B R =T
RACHELFE -
— Responsible (R) : @& EEBEHK -
— Accountable (A) : 255 | RHLAETFSE » BmEEE -
— Consulted (C) : #fz& -
— Informed (1) : #4540 o

o {40 > POLRZFEAYRACIEIFAIT ¢

RACI Chart Functions

Activities

Link business goals to IT goals. C |
Identify critical dependencies and current performance. C C
Build an IT strategic plan. A | C
C |
C |

Build IT tactical plans.
Analyse programme portfolios and manage project and service portfolios.
A RACI chart identifies who is Responsible, Accountable, Consulted and/or Informed.

FRERPS SRS R
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103 P28 Rz I TH2E ]

+ COBITHI 32 Hb I S T B B IR = (B X

- EEFEE ' tESETEREHEIMRBCREE - EhEa
NEEH T R ZE o ITHERIERER AR B BeR K H IR E
5] e

- EERFE ¢ FEERNAVE—TREEE ] - KREl 5
A EENML - W HEBEITIEM GRS - NEAHBR R R
HEN b o IR R TR E & FE R #2:] (application control)
B EHITE PR BB LRI - LA A T
FEd (B - L ZPAE ~ TAEEy ~ N LIHETEE) -

— ITEEMERRT © SR B ERFTATEE A4S ~ B S i A
FITHBARBER LR FEN AR SRR T =CHITERF R4t - 1T
BRI i e B S MR AR S VR IO & AR - iSRRI R — R
M:32e%l (general control) -

o —MEMEFERE EHERIRYATEE | AT AR A n SRR - B
PRI R SEMEA REZERK -

BRI R e




T — A2 B FE 21

\T— RS P PN AT R O34 R 38 I TAZ . S AR5 A » il
— HRHERE -

_ 22$ﬁﬁ}$

- G-
— EEHSELF -

T & RN AT B SR AE AV IEH 288 - Bl

— SEELME(completeness) o

— F5HEM:(accuracy) -

— EEM(validity)

— BEUEFZHE(authorization) -

— T 1E&E47(segregation of duties) -

COBITE fy » IT—Re MRV EEAEITETT » ITHE AR LRI

ITHEBFT Ko A28 25 B T2 [E] P -

BRI R o



COBITHVZ LN B @I T—He MR - (HE W et 76

pE

~
[’
7 >>>y
y|

e I B F P2l EARE

— AC1:

— AC2:
— AC3:
— AC4
— AC5:
— ACG6 -

FURE R R I -
FURER RSB -
RHEN: ~ SR R HEE A -
PR SR R EE -
et ~ AR S SEER R
RGINERSEFENE -

BRSNS R

fiii]
2N
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COBITZE Y :

~

fiy

=]

—

=

2K

Els]
el

7]

EHE FEEEIT 2808 G 22 2 THI H S e e E
> DM R — D O 2275
COBITH P A s HE & —FEI TR P HYEIR B S8eE - f2fit—

EZGMER A

— 1T ~ Fefr R AESERVAR S H AR K i E rE iR (EE R X H) -
— RFVEFAL (maturity model) : COBIT{& A G L2 EYCMM TS
72 AEITRE P RYE B AR R 77 R (0) 21 (5) S/ E 4 -

. A

(2) LEAE 72U

(0) FAFHE © AL EEELEH -
(1) WSS © PRy > [HES 4% -

BRSNS R

BRI ER AR -

3) ErtE  BEEEFEXXHMEI S EZE -
(4) EEHLH AR - EEREFE
(5) ZFm (b B EEREE S H B bET -

ST AR T
TSR K=
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Metrics

s H R (goal) K& et (metric) il : POLfZfr

Goals and Metrics

* Respond to business requirements in
alignment with the business strategy.

* Respond to governance requirements in
line with board direction.

Process

*» Define how business requirements are
translated in service offerings.

* Define the strategy to deliver service
offerings.

* Contribute to the management of the
portfolio of IT-enabled business
investments.

» Establish clarity regarding the business impact
of risks on IT objectives and resources.

* Provide transparency and understanding
of IT costs, benefits, strategy, policies
and service levels.

~

- * Providing for a prioritisation scheme for

Activities

* Engaging with business and senior
management in aligning IT strategic
planning with current and future business
needs

* Understanding current IT capabilities

the business objectives that quantifies the
business requirements

* Translating IT strategic planning into
tactical plans

measure

ar\\)‘p

measure

2 ,\\.)9

measure

* Degree of approval of business owners of
the IT strategic/tactical plans

* Degree of compliance with business and
governance requirements

* Level of business satisfaction with the
current state (number, scope, etc.) of the
project and applications portfolio

* Percent of IT objectives in the IT
strategic plan that support the strategic
business plan

* Percent of IT initiatives in the IT tactical
plan that support the tactical business
plans

* Percent of IT projects in the IT project
portfolio that can be directly traced back
to the IT tactical plans

* Delay between updates of business
strategic/tactical plans and updates of IT
strategic/tactical plans

* Percent of strategic/tactical IT plans
meetings where business representatives
have actively participated

* Delay between updates of IT strategic
plan and updates of IT tactical plans

» Percent of tactical IT plans complying with
the predefined structure/contents of those
plans

* Percent of IT initiatives/projects
championed by business owners
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